
Introduction
• Quantum computers are becoming a real threat to 

classical public key cryptography

• NIST has launched a process to standardize quantum-

resistant public key encapsulation and digital signature

algorithms

• Measuring the security of cryptographic systems is a 

difficult problem and there are many metrics that can be

applied

• The purpose of a metric is to help one to choose between

all different cryptosystems when buying or designing a 

new product or service

• It would be convenient to have a taxonomy of metrics that

measures the overall sustainability

Conclusion
• Used metric taxonomy can recognize differences

between examined algorithms

• Used metric taxonomy misses valueble information

and needs improvement

• Lower subcategories should be more flexible, but at 

the same time allow deeper analysis

• Used metrics indicate that Falcon is more compact

and safe from theoritical security perspective, but

less studied than Dilithium
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Challenges
• Security parameters of examined algorithms have

changed along the way of NIST standardization process

• Algoritms are still under development and used taxonomy

is designed to measure fully developed systems

• Algorithms aim at different security levels

• Many similarities due to the demands of NIST and lattice-

based nature of examined algorithms

Results


